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Purpose

Summary

Description

Requirements

This application note on the DigiGone Sat-Chat allows clients to communicate around the
world, through fully encrypted means, with minimal encryption overhead.

Sat-Chat provides the clients with Secure Video Teleconferencing, Voice over Internet
Protocol (VoIP), IM Chat, and File Transfer capabilities, even from the most remote
locations while using BGAN, Fleetbroadband or Swiftbroadband. Sat-Chat’s plug & play
feature provides you instant encrypted communication with other team members around
the world.

DigiGone Sat-Chat is a software application that operates on Windows based computers, or
MAC computers running the Windows Parallel software package. Sat-Chat installs and
operates from a USB Flash Drive, providing you the ultimate in portability. Sat-Chat has
been tested and approved to operate on all of Inmarsat’s BGAN products.

Features

Using National Institute of Standards and Technology (NIST) approved 256-bit AES
encryption, DigiGone SatChat operates completely from your Flash Drive and provides you
with:

e  Encrypted video teleconferencing with multiple parties

e  Encrypted Voice over Internet Protocol (VoTP)

e  Encrypted instant messaging (IM)

e  Encrypted file transfer

e  Bandwidth consumption as low as 10-12 Kbps for voice only

e Adjustable bandwidth selection for video teleconference calls

e 40-150 Kbps (Video, Audio, and Overhead)

e Adjustable Frames Per Second (FPS) selection for quality of picture

Benefits to BGAN Users

e Saves time and money by allowing you to be in two places at the same time, reducing
travel costs, and increasing productivity

e Conduct secure video/voice calls and transfer critical information from remote areas

e  Ability to conduct ad hoc meetings allowing you to discuss urgent matters securely to
make immediate decisions

e Share any type of information quickly and securely

The DigiGone software can be accessed via the Private Access type offered by Stratos. The Digi Gone
software can be installed on a USB stick or on the hard drive of the PC. Once the internet connection
is opened in the BGAN terminal, the user can create a secure video conferencing chat session.
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Operation

User Profile Details

© Detalis for User Profile R479584

@ AccessType Priat P Access
@ usertiame Rs
@ Password

© Descripton Private [P Access provides you with basic access o the interet.

@ Updateby Enduser Allowed ]

@ Ccustomerid 5 Q

@ smcara T —

@ oetautt

© Maximum Streaming Speed
Alowed

@ TrenchRules

© Accept SiM cards [ Accept any SIM card My
1P Addresses na
sctns

Hardware Requirements:

¢ PC Webcam

e PC Headset with Microphone

e USB Flash Drive media (on which to download DigiGone Sat-Chat).

DigiGone Sat-Chat

Insert your Sat-Chat Flash Drive into your PC, follow the prompts, and sign into Sat-Chat using the
User Name and Password you chose during the registration process. After the update check, the
select mode screen will appear. You can either select “Host” if you are initiating the Chat, or

“Guest” if you are attending the Chat session. Only one person can host a Chat Session. Follow the
on screen wizard below.

£ Log-In Here

5. After the update check, the select mode screen will appear. You either select ‘Host’ is you are
initiating the chat, or ‘Guest’ in you are attending the chat session.

one Sat-Chat - Select Mode

In the Server ID Section:
e Hosting: Choose the name that you will call the Server ID/ meeting name.
e Guest: Type in the name that the host has provided you.

In the Password Section:
¢ Hosting: Choose the password that will be used to gain access to the session.
e Guest: Type in the password that the person hosting the chat session has provided you.

The Username Section:
¢ Hosting: Enter the name by which you want to be identified during the chat session.
e Guest: Enter the name by which you want to be identified during the chat session.

If the Host desires to directly Host the session without going through the secure relay server, then
put a check mark in the “Allow Direct Connection” box. Once you have filled in the appropriate
boxes, click on the green “Start Chat” button to initiate the Chat Session.
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¥ DigiGone Sat-Chat - Setup Ca

Andrew Plantation Florida

[ ]

Once you press the “Start Chat” radio button the screen shot in Figure 9 will appear. In the right
corner of the screen, you will see a radio button called “Video”. If you press the radio button, the
video will start. The Red light will turn to the Blue light when the video connection is selected.

[  DigiGone Secure Chat - Stratos BGAN Te.. il Stratos BGAN Te...
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[09:40] Connecting to host ‘Bgan®. Please wait.
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Thrane Explorer 300/500/700 and 527

Background IP service should be initiated from the BGAN terminal and can be configured from either
the EXPLORER built-in web server (via a laptop’s web browser) or using the LCD MMI (user interface
built into the Thrane terminals).

1. Open your internet web browser and type the following IP address in the address bar:
192.168.0.1

& System Status - Windows Internet Explorer,

@.\-. RS |‘:1ttp:p’,l’192.168‘0‘1f ||| x

2. Click on Settings and then LAN.

3. Now you should see the web server interface. The screenshot below shows the settings required
as configured via the EXPLORER’s web server interface, ensure you click apply before leave the
web page. Please consult your EXPLORER manual for more detailed information.

ane: - EXPLORERL 700 - Winduws Internet Explorer
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4. Now your terminal is configured to start a Standard connection after you register on the
network.

5. To use the LCD to start the connection manually, select “"Disabled” under the “Automatic
activation” option and follow the instructions below.

6. Restart your terminal and click OK after properly pointing the terminal. Once the Explorer
is register on the BGAN network, you will be connected automatically with a Standard
connection.

Connecting to BGAN via LCD MMI:
1. To initiate a connection from the LCD MMI, go to the main view of the LCD.

2. Press Arrow Down button until CONNECT menu is selected Press OK.

MESSAGES
[connect |

L | [ |

3. Select Standard and press OK button
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4. Select START and press OK button
20 AREYOUSURE? |©
IEL O
S| [ |
5. Press OK button to confirm Standard connection and wait a minute or two to allow the
EXPLORER to register the Packet Switched connection with the BGAN system. After
registration, the LCD MMI main screen will show DATA ACTIVE. See LCD MMI screen shot
below.
Sabre 1
Configuration Background Standard service should be initiated from the BGAN terminal and needs to be

configured from the Wideye Sabre I's built-in web server (via a PC’s web browser).

1.

11.
12.

Open your internet web browser and type the following IP address in the address bar:
192.168.1.35

Then you will prompt for the User Name: sabrel Password: wideye. Now you should
see the screen below.

2 tp:f/192.168.1. 35/ - Windows Internet Explorer

G- e =
& | @ up:pirse. 169,350
SABES consote inmarsat wideye
& = 8 B = 6o G @
RO2E X =EESE
Signal: 0 dBHz

Temperature:
Nomal
GPS:
Latimde: 25° 46" 3543 N
Longitude: $0° 12" 2.44' W
Type  STORED
Tine:  09/04128,163744
Pointing Angle:
Azimuth: 216,587 SW
14 Americas
Elevation: 54.05°

Register Network

Auto network registration npon

Click on the Data Icon.

Click on Primary Profiles.

Select the connection Type as Standard.
Check mark “Set as default”.

Click "Update Settings”.

Click on the Settings Tab.

Select “"Router Mode (Single User)"”.

. Check the box for “Auto PDP context Activation” This will configure the terminal to

start the Standard connection automatically after you register on the network.
Reboot the terminal.

Accept the signal strength by pressing Enter on the LCD screen. Now your Standard
connection should start in a minute or so.
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Hughes
Configuration

HNS 9201 and 9350:
Standard service should be initiated from the BGAN terminal and needs to be configured from the

Hughes HNS9201’s built-in web server (via a PC’s web browser).

1. Open your internet web browser and type the following IP address in the address bar:
192.168.128.100

WS @rroperties

i~ [ mwiiise.s68.128.1001

9141}

oo Es0) i v [ reeo - 3
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Click Apply
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»
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HUGHES.

es Control Pad

e

Registration Status: Not Registered.
PS Attach Status: Not Attached
CS Attach Status: Not Attached.

GPS Position:

Fix Quality:Acquiring

Last Update: 09/05/08, 20:02:28
Latitude: Waiting for GPS Display Policy
Longitude:

Emergency Call Numbers: 000:008:112:110:118:119:911:999
Software Version: 3.6.3.5

Satellite Modem IMEL:

351785-00-008175-0

Satelite Modem IMSI: 901112112102324
USIM PIN Status: Ready

USIM APN

MS-ISDN 1

Name: bgan.inmarsat.com
Unavailable

DHCP Address Range: 192.168.128.101 to 199
USIM AN Name: bgan.inmarsat.com
ACA settings for TEs with Static-P address.

Click on ACA on the menu on the left.
Select ACA settings for TEs using DHCP assigned IP address "ON".

Then Click Restart Terminal

1P ACA Properties

High 1P Address QoS aey srnares  Password
00 |192.468.129.209 | Beckgound 4| lbgan rmersst com

0 |1s2.168.128[29 ][22 | [ogan Fmarsat com

0 |192.160.120[288 |[6& | gan rmarsar zom

0 |1a2.68.128 (29 |[128 | [ogan Fmarsat com

) |192.160.120[209 |[256 | lbgan rmarsar com

| 18268128 [254 | [oF v

on O of

Dynamic Background ACA Only: @

6. Next, configure the PC TCP/IP setting to Obtain an IP address Automatically

Network Connections > Properties

LAN or High-Speed Internet

. Click Programs >

<k Local Area Connection Status 2 ES

A Local Area Connection 3 LAM ar High-Speed Inker.,.  Disabled
1) ywiireless Metworl Connection LAN or High-Speed Inter,,, Disabled
<. Local Area Connection LAM ar High-Speed Inter... Connected

%]

<L Local Area Connection Properties

Internet Protocol (TCP/IP) Propertiedd

— | orm— e
Gereral | Suppart enral | Advanced General | Aliemate Configuration|
Connection (Eonnoctisig) “Yau can get IP setings assigned autamaticaly if your netwark sugparts
this capabilty. Otherwise. you nezd to ask your network administrator for
cune e 9 s oo e e
Durstior: 031357
Speed 100.0Mbps W i (3 Obtain an P ddress autamaticaly
1=} Fie and Pinter Shating for Miciosoft Netwarks [»] O Use the falloning IP adhess:
S Netwark bonitr Driver
%~ Irtemet Protocel [TCR/IP) Pt diss [ —
v
Activity [ m | B
4 Instal Uninstall
Gl e —— Received
F A Descrition ® Obtain DNS server address automaticaly
e Transmission Cantrol PratacolAntemet Protocel. The default O Use the following DNS server addresses:
Packets: 50463 | 55,080 wide area network pratacol that provides eommunication
acioss diverse inlerconnected nelworks. Frefenied DI server: (|
Show icon in notiicalion area when connected Qe
Notkify me: when this connection has limited or no cornnectivin

Close:

Now register the terminal by pressing the Audio button until the signal strength lights go off or

by clicking the Register with the Network button on the
Properties page of the web interface.
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Specification

Tested

Vendor
Contact Details

Stratos
Contact Details

8.

The terminal will automatically recognize the DHCP Request and start the Background service

automatically.

Bandwidth Consumption/Video & Audio Performance (w/o Ethernet Overhead)

Upload Bandwidth

Feature Bandwidth XX per Second
Consumption

Encrypted Video & Audio 40-150 Kbps 5-30 Frames
(Selectable) (Selectable)

Encrypted Audio 10-12 Kbps 17 Packets

Encrypted IM Chat

2 Kb (per message) N/A

Encrypted File Transfer 8-9% overhead above N/A

file size

Idle Bandwidth (in kilobits per hour)

Users

1 167 Kbph
2 261 Kbph
3 354 Kbph
4 448 Kbph

Download Bandwidth

Bandwidth Consumption (Upload) Bandwidth Consumption (Download)

156 Kbph
250 Kbph
344 Kbph

437 Kbph

Video and audio download bandwidth is equal to the upload bandwidth times the humber of
other users seeding data

Wideye Sabre Ranger Successful Default Setup
Hughes 9201/9350 Successful Default Setup
Thrane & Thrane EXPLORER 300/500/700/727 Successful Default Setup
Windows XP Successful Default Setup
Vista, 2000 or MAC running Windows Parallels Desktop Successful Default Setup

Email: mdunleavy@digigone.com

Ph: +1 727 393-3037

Website: http://www.diginonymous.com/

Website: http://www.stratosglobal.com
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